Montana Data Privacy Agreement ror use with vendors providing student record
Mmanagement sarvices and anline applications utilized to deliver services ta students.

l. PARTIES:
The parties to this Agreement are the Billings Public School District
(hereinafter “District"] and IM4 —————thefeinafter “"Contractor” or
“Contractor”),
Il. PURPOSE:
District retains Contractor to provide the following services on behalf of the

District: Provide t ology services, including cloud-based services, for the
digital storage, management, and retrieval of pupil records; provide digital
educational software that authorizes a third-party provider of digital educational
software to access, store, and use pupil records in accordance with the provisions
r shall be free from control and direction over the
ices, both under this Agreement and in fact. Except as
limited herein, Contractor shall have and exercise full professional discretion as to
the details of performance.

lll. TERM OF AGREEMENT, NO GUARANTEE OF WORK, NON-

EXCLUSIVITY: This Agreement shall begin on the date of signature and shall
runforS  years and|shall expire on _September 31st . 202027 ,
unless terminated earlier by mutual agreement of the parties. This
Agreement shall not bé construed as any guarantee of work or assignments
to Contractor,
Contractor shall be contacted on an “as-needed" basis by District, with no
obligation by District to use Contractor for any specified number of projects.
Contractor shall have no expectation of renewal of this Agreement and shall
not be entitled to continue to contract with or perform services for the District
beyond the expiration of this Agreement. This Agreement is non-exclusive,
meaning that both C ctor and District may contract with any other party
for the procurement or provision of investigative services without interference,
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and technical safeguards to: 1) ensure the security and confidentiality of P
and Confidential Information: Z) protect against any anticipated threats or
hazards to the sec rity or integrity of Confidential Information; 3) protect
against unauthorized access to or use of Confidential Information that could
result in substantial harm or inconvenience to any customer or to any Schoal
District employee andior student; and 4) dispose of PIl and Confidential
Information in a secure manner,

Vill. DATA BREACHES:

Contractor shall notify the School District in writing as soon as commercially
practicable, however [no later than forty-gight (48) hours, after Contractor has
either actual or consfructive knowledge of a breach which affects the School
District's Data (an “Incident”) unless it is determined by law enforcement that
such netification would impede or delay their investigation. Contractor shall
have actual or constructive knowledge of an Incident if Contractor actually
knows there has been an Incident or if Contractor has reasonable basis in
facts or c:ircumstanils. whether acts or omissions, for its belief that an
Incident has occurred, The notification required by this section shall be made
as soon as mmrna;iaﬂy practicable after the law enforcement agency

determines that notification will not impede or compromise the investigation.
Confractor shall co perate with law enforcement in  accordance with
applicable law provided however, that such cooperation shall not result in or
Cause an undue delay to remediation of the Incident, Contractor shall
promptly take appropriate action to mitigate such risk or potential problem at
Contractor's or OPERATOR's expense. In the event of an Incident,
Contractor shall, at its sole cosl and expense. restore the Confidential
Information, to as close its original state as practical, including, without
limitation any and all ala, and institute appropriate measures to prevent any
recurrence of the problem as soon as is commercially practicable.

Contractor will condyct periodic risk assessments and remediate any
identified security vulnerabilities in a timely manner. Contractor will also have
a written incident response plan, to include prompt  notification of
the District in the at:!t of a security or privacy incident, as well as
best practices for resp ing to a breach of PII,

IX. LEGAL COMPLIANCE AND NON-DISCRIMINATION:
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present on District pnr:pertw_.r. behave in a manner appropriate to a school
selting. Contractor shall discipline or terminate the employment of any of
Contractor's employess performing services under this Agreement for
engaging in any conduct inappropriate to a schaal setting, including, but not
limited to, being under the influence or in possession of alcohol or any
controlled substance while on District property; use of foul language; bullying
or harassment of District students ar staff; or such other conduct deemed
inappropriate by the District. The District shall have the authority, in the
discretion of the District Superi ntendent, to prohibit Contractor from permilling
any employee to perform services under this Agreement based upon one or
more instances of employee misconduct as described herein,

XIl. TERMINATION PRIOR TO EXPIRATION OF CONTRACT TERM:

This Agreement may be terminated at any time prior fo expiration of the
contract term by mutual agreement of the parties in writing. This Agreement
may be terminated unilaterally by either parly for cause or noncompliance
with the terms, conditions, and requirements set forth herein, provided,
however, that the ncompliant party shall first be entited to a written
demand for compliance and a reasenable opportunity to cure any
noncompliance therein identified. Failure to cure any identified noncompliance
within 20 days of recaipt of written demand shall consfitute a material breach
of this Agreement, and shall entitle the non-breaching parly to immediately
terminate this Agreement. All parties subject to a contract voided under this
subdivision shall return all pupil records in their possession to the school
district

Xill. ENTIRE AGREEMENT, MODIFICATION, AND WAIVER:

XIV. SAVINGS CLAUSE:
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This Agreement embodies the complete agreement of the parties hereto,
superseding all oral and written previous and contemporary agreements
between the parties. No alteration or maodification of this Agreement shall ba
valid unless evidenced by a writing signed by the parties to this Agreement. A
waiver of any term or condition of this Agreement or breach of this agreement
shall not be deemed a waiver of any other term or condition of this Agreement
or any part hereof or af any later breach of this Agreement. Any waiver must
be in writing each time a waiver occurs.




submit a dispute ta arbitration but the default dispute resolution shall be
litigation. Contractor stipulates that the Schoal District is a political subdivision
of the State of Montana, and, as such, enjoys immunities from suit and liability
provided by the Constitution and laws of the State of Montana. By entering
into this Agreement, |the School District does not waive any of its immunities
from suit and/or liability, except as otherwise specifically provided herein and
as spacifically authorized by law. In any adjudication under this Agreement,

reasonable and necessary attorneys' fees may be awarded to the prevailing

party. The parlies
Montana, the Se¢
must comply with the|open records laws of the State,

| have read this Agreement, understand its terms, and agree to be bound

thereby. DATED this 24th day of August |, 2022
Ko
VEJH-;\-' M % —+ Date: August24,2022

. Contractor

Title/Position:

credit Professional Deve

lopme

on Tec

System

Company Address: 200 SE Qak §t, Suite #224
Minneapolis, MN 55455

Company Phone Number: 612-624-5503
Company Website: imdeducati

ST M Gl _ 4%/? .

Date:
. Board Chair Billings Public School District

ATTEST: é:,{ Oz % S - g /,;,/ g

. District Clerk_gings Pubiic School District
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cknowledge that, as a public entity in the State of
District and entities contracting with the School District



The Subscribing LEA and the Provider IM4 shall therefore be
bound by the same terms of this DPA.

BY:
Date:

Printed Name:

Title/Position:

SCHOOL DISTRICT NAME:

DESIGNATED REPRESENTATIVE OF LEA:

Name

Title

Addrass
Telephone Number
Email

COUNTY OF LEA:
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